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CARTA BOARD MEETING

September 18, 2019
1:00 PM

Barrett Lawrimore Conference Room
5790 Casper Padgett Way
North Charleston, SC 29406

AGENDA

Call to Order

Consideration of Board Minutes — August 21, 2019 Meeting

Financial Staftus Report — Robin Mitchum

FY20 Budget- Request for Approval — Robin Mitchum

Armored Transport Services RFP — Request for Approval

Bus Wrap Advertising RFP — Request for Approval

Business Continuity Plan Update — Request for Approval — Andrea Kozloski

IT Security Incident Response Policy and Procedure — Request for Approval — Andrea Kozloski
The Challenges of Bus Stop/Shelter Placement — Presentation — Ron Mitchum
Marketing/Outreach Report — Michelle Emerson

Executive Director's Report

Other Business, If Any

Public Comments, If Any

Board Comments, If Any

Adjournment

Please note that the next regularly scheduled meeting of the CARTA Board will be October 16, 2019 at the BCDCOG
Office, 5790 Casper Padgett Way, North Charleston, SC 29406. Notice, including agenda documentation, will be sent

to Board Members in advance of the meeting, as well as posted on www.ridecarta.com.
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CHARLESTON AREA REGIONAL TRANSPORTATION AUTHORITY
BOARD OF DIRECTORS MEETING
August 21, 2019

The Charleston Area Regional Transportation Authority (CARTA) Board of Directors met on Wednesday, August 21, 2019,
at the North Charleston Transit Center located at 4565 Gaynor Avenue in North Charleston, South Carolina.

MEMBERSHIP: Ed Astle; Mary Beth Berry; Bob Brimmer; Dwayne Green;#Alfred Harrison; Virginia Jamison; Anna
Johnson; James Lewis; Pat O’Neil; Jim Owens; Christie Rainwater; Vic R hael Seekings; Elliott Summey; Keith
Summey; John Tecklenburg; Jimmy Ward; Craig Weaver

MEMBERSHIP PRESENT: Ed Astle; Bob Brimmer; Virginia Jamison;
Seekings; Jimmy Ward ’

n; James Lewis; Jim Owens; Michael

PROXIES: Dennis Turner for Christie Rainwater; Jerry L
Benjamin for John Tecklenburg; Lynn Christian for Alfred

or Elliott Summey; Ray
son; Kristen Hess for Vic Ra

son for Keith Summey; Keith

STAFF PRESENT: Ron Mitchum; Andrea Kozloski; Robin Mitchum; Heat y; Sharon Ho

Emerson; Kim Coleman \

OTHERS PRESENT: David Bonner (Transdev); Daniel Brock (Rawle-Mu sociates); Marquel Coaxum (Rawle-Murdy
Associates); Raegan Loftis (Rawle-Murdy Associates); ‘Charles Drayton “(City. of North Charleston); Scott Donahue
(SCDOT); William Hamilton (public); Julia Hamilton lic); own (pub&‘hstor Millicent Middleton (public)

eeting to order at 1:05 p.m. followed by a moment of

Jon Dodson; Michelle

1. Call to Order
Chairman Seekings ca
silence.

e CARTA

eeting Minutes as presented and Mr. Astle seconded the

3. Financial Status Report — Robin Mitchum ‘

A) Farebox Re Analysis — Heather Brady

Robin Mitchum, Director of Finance and Administration, presented the financial status report for the period
ending July 31, 201 m noted that the agency ended the month with an excess of revenue of
$2,515,925 and reviewe g activities for 2019:

e Revenues:

=  Community Pride is the remaining balance in the project from Palmetto Pride for the annual
statewide clean-up initiative.

= The Federal revenue includes operating and capital for the year-to-date. Federal revenue is
recorded as eligible expenditures are incurred.

= The State Mass Transit Funds revenue is the funds available and expended as match to the Federal
5307 funds and capital funds to purchase 4 2019 Champion LF Transport E450s.

= HOP lot revenue includes the Charleston Area Convention and Visitors Bureau and the City of
Charleston contributions towards the operation of the HOP route. This is their contributions from
October 2018 through December 2018.



Capital Revenue is local private capital contributions towards bench or shelter preparation and
construction sites. The current amount is a contribution towards shelter construction at the Roper
Hospital location and capital contributions from the Highland Exchange Apartments.

Insurance proceeds are a result of accidents.

Sale of Assets includes the sale of 5 Trolleys, 4 Cutaways and 16 Flexible Metros.

Miscellaneous revenue is a fee received from a motion picture company for use of a bus for a
commercial.

e Expenditures:

Printing includes costs of printing route maps, brochures and passes.

Marketing includes costs associated with promotin transit system. This includes the
promotional supplies from the Community Pride P hich was part of the Great American
Clean-Up project in our region.

Automotive costs include both parking expenses
Accounting (Auditing) is the cost for CARTA’ssann
Dues/Memberships is CARTA’s annua me’bership with
Commerce.

Office Equipment Rental includes
portable toilet rental for the HOP lot.
Office Equipment Maintenance (OEM) includes the
NetCloud Essentials for mebile routers and Zs i
support. bx

Rent includes the Ashley Phosp Park & Ride |
Trident lease space and document'storage.

Money Counting is the cost of the ar
deposits to_thesbank.

reimbursements to employees.
it and NTD Audit reporting.
Charleston Metro Chamber of

uarterly postage meter fee and the cost of the

Transit Tim nsights Software, the
security renewal, in addition to other IT

ds Avenue lot lease from SCE&G, SC Works
uard service,"\GARDA, to pick-up and transport cash

rollp‘ssing system fees and the cost of

ices the BCDCOG provides to CARTA.
ing services provided through the IGA with BCDCOG for

s, the co liability insurance provided by the Insurance Reserve Fund. The
amount will increase and d!% throughout the year as we add and remove items on the policy,
but the amount shown is the bulk of the expenditure for the year.

Stock is the purchase of the 2018 Ford Starcraft Allstar cutaway, 2 2019 Ford Starcraft Allstar

is Enviro 200.
ion/Bench Installation is the cost to purchase and install shelters and benches.

CARTA'’s buses and facilities.
Capital includes funds for Facility Maintenance, signage and other capital assets related to the
operation of the transit system.

Ms. Mitchum also reviewed the HOP expenditures. As of July 31, 2019, total expenditures for the HOP program
were $796,456. Ms. Mitchum addressed questions and comments. The Board received the Financial Status Report

as information.

Ron Mitchum, Executive Director, then introduced Heather Brady, Staff Accountant. Ms. Brady

presented the farebox revenue analysis. She explained how passengers are recorded by farebox. Ms. Brady



reviewed revenue and ridership history as well as the causes for drops in farebox revenue. Ms. Brady then
addressed questions and comments. The Board received the Farebox Revenue Analysis as information.

FY19 Budget Revision — Request for Approval — Robin Mitchum
Ms. Mitchum presented the FY19 Budget Revision. She noted the following explanation of line item changes:

e Revenues:

e Expenditures:

Farebox is the fares collected on the revenue vehicles. The average rider fares has reduced based
on rider usage trends.

HOP Lot Parking Fees are the parking fees received at the HOP Lot. The average has been reduced
to usage trends.

Federal revenue includes estimated 5307 Urban f
Enhanced Mobility for Seniors & Individuals wi
Intermodal Center funds and discretionary funds
direct recipient from FTA and Pass Through fund
expenditures are incurred.

State Mass Transit Funds are funds r
5307 operating funds.
Capital Revenue is local private capital centributions towards benc
construction sites. Capital contributions ar received.
$20,000 from the construgtion of the Highlan artment complex.

Interest is interest receivedm Departm evenue (SCDOR). CARTA has to submit for
reimbursement of the SC'Fuel Tax each m SCDOR periodically pays interest earned on
the funds they have held in'the,reimbursement process.

Insurance Proceeds are the result of acci

i date,‘z includes the sale of 5 Trolleys, 4
Cutawa i .

24 Emergency Assistance funds, 5310
bilities, 5339 funds to purchase buses,
new buses. CARTA receives funds as a
OG. Revenue is recorded as eligible

ed for operating. The ds are used to match Federal

helter preparation and
eceived an additional

Supplies increased ili tenance operating supplies from the Capital Repairs and

increased due to the increase in cost of the portable toilet at the
SuperStop while the restroo e out of order.

Office Equipment Maintenance (OEM) includes IT services (managed server services, email hosting,
management and other general IT services), camera system maintenance and AVL software
We have reduced the line in order to bring it in line with average and actual

Rent is de bring the budget in line with average costs. Included in the total is a small
increase in re e to the renewal of the Festival Centre lease agreement.

Communications is decreased by discontinued internet service at the HOP Lot.

Utilities is increased for the Melnick location and offset some by the decrease as it relates to the
closing of the HOP Lot guard building electricity.

Advertising has been reduced to zero. The CARTA marketing contract is through the BCDCOG inter-
government agreement. The BCDCOG uses Rawle-Murdy for marketing services. We do not
anticipate any advertising before the fiscal year end.

Professional Services is showing an increase in auditing for the cost of the NTD Reporting audit and
required supporting documents, a decrease in legal fees and a decrease from the discontinued
security guard services at the HOP Lot. The Professional Service Shelter/Bench relocation cost was



moved from the Shelter/Bench Project line. Other services increased for training and inspection
costs as they relate to the Gillig buses purchased in addition to cost associated with the closing of
the HOP Lot building at Morrison Drive.

= Contract Services — This line increased to include the completion of the Melnick Property
Engineering, Shelter/Bench Engineering and reduced by the HOP Lot Low Line. Money Transport
was increased to bring the budget in line with the average cost for the fiscal year.

= Vehicle Maintenance is reduced to average and anticipated cost for the fiscal year.

=  Facility Repair and Maintenance are outside vendor costs to maintain the facilities. The costs were
previously shown on the Capital Repairs and Maintenance line.

= |nsurance is increased to add Directors’ & Officers’ insurance.

= Fuelisincreased to bring in line with the average costs.

= Non-Capitalized Assets are a reclassification from
These are assets purchased that do not meet the $ reshold of capitalization.

= Intermodal Construction increase reflects the co the Intermodal Center. CARTA worked
with the City of North Charleston to construet the Intermo nter. This project was funded both
federally and locally by Charleston County, tl# City of Nort leston and CARTA. The bulk of
CARTA’s expenditures as it relates to roject will be incurred

epairs and Maintenance and Supplies.

e Capital Expenditures (Balance Sheet):
= Rolling Stock is being reduced to the amount

CARTA antici s.receiving in this fiscal

year.
= The Melnick Park & Ride (PNMPOe cost to co e park & ride lot. CARTA obtained a loan to
purchase the land and contribute towards up-fitti e total construction project is anticipated to

be $2,604,013.
= Bus Shelter Construction/Bench, Instal
capitalized _peortion of the bu
expendi s.
= Secu meras i ty. equipment at the facilities and rolling
stock. line item | itali osts. The non-capitalized portion of the
budgete e has bee jated expenditures line.
Capital includes'fund i

duced to“actual and anticipated costs. The non-
the associated income statement

Ms. Mitchum addressed questions and com s and noted that the budget will continue to be monitored to
ensure revenues and expendituresiremain aligned and recommended revisions will be made as needed.

Mr. Astle made a to approve the FY19 Budget Revision as presented and Chief Turner seconded the
motion. The motion w ] ly approved.

Purchase of Used MIDIs — Re t for Approval

Mr. Mitchum noted that Alexander-Dennis, Inc. had two demo buses for sale. Both buses are 2013s and are 30 feet
with two doors. The buses have been well-maintained but will be sold “as is.” One bus has a mileage of 43,261 and
the other, 78,585. The buses could be available with a few weeks and are $137,500 each (totals $275,000). Mr.
Mitchum sought approval to procure these buses while awaiting the new vehicles. He then addressed questions and
comments.

Ms. Johnson made a motion to approve the Purchase of Used MIDIs as presented and Mr. Ward seconded the
motion. The motion was unanimously approved.



10.

Route 104 Proposed Changes — Request for Approval —Jon Dodson

Jon Dodson, Planner Il, presented the proposed changes for Route 104. He noted that the goal for the service
change is to increase ridership and provide community connections to multiple transportation modes at the newly
constructed North Charleston Transit Center. Mr. Dodson discussed the changes in detail and stated that no
changes to current funding are expected as part of the proposal. Also, no additional vehicles are necessary to
provide the recommended service. Public input has been received and the appropriate outreach has been
conducted. [f approved, the implementation date would be September 16, 2019. Mr. Dodson then addressed
questions and comments.

Mr. Anderson made a motion to approve the Route 104 Proposed Changes as presented and Mr. Brimmer
seconded the motion. The motion was unanimously approved.

Students Ride Free Pilot Project — Request for Extension
Mr. Mitchum noted that staff is continuing to gather data for thé t Fare pilot program that was launched
in April that the Board previously approved. He requested that the pilot p be extended until December so that
staff may analyze the additional data collected as it relates t&school—year ri ip. If the extension is approved,
staff will present their findings to the Board for appro Mr. Mitchum then ad guestions and comments.

Mr. Astle made a motion to approve the Student Free Pilot Project Extension esented and Mr. Lahm
seconded the motion. The motion was unanimously approved.

Airport Express Route Marketing Plan <Daniel.Brock and Mich rson
Michelle Emerson, Marketing & Communications Manager, and Brock, Account Director with Rawle-Murdy
Associates, presented a Marketing Plan for Route 4:"Airport Express. »Ms. Emerson and Mr. Brock noted that

BCDCOG staff is recommending the development of -month premotional Marketing Plan aimed to raise
awareness and spur passengervolume on Rout be to otential customers prior to arrival
and during the trip pla ; i ts an rtnerships; include multi-channel

touch points (for ex artner with Charleston Visitors Bureau on
digital spend out-of- Relations support; increased use of Airport Express
branding; distribute marketing materia ith the Charleston County Aviation Authority for greater
visibility). The Board received the Air eting Plan as information.

Marke:

Mr.@Br updated the Board on the App statistics for the last four
weeks a gagements,and link clicks. Mr. Brock also highlighted public outreach promotions
and events

ark & Ride Ribbon Cutting Ceremony and the upcoming Back-to-
School, CCPL and Rider Etiquette'events. The received the Marketing/Outreach Report as information.

. ay as a follow-up to past findings. A good review is anticipated with minor

recommendations.

We are required to dollars for several projects which has caused delays for the vanpool program, the

transit design manual and the AVL/ITS system. The processes have been initiated and will be moved as

quickly as possible.

e Through the VW Settlement Fund Grant Award, we will purchase two Proterra Electric Buses and Charging
Stations. We will attempt to purchase a third bus out of the funding by leasing the batteries instead of
buying them.

e The three Gillig commuter buses will be delivered within the next week.

e We have received good feedback regarding the new North Charleston Park & Ride lot.

e Design work continues with CDM Smith for the new HOP lot as well as with DHEC on mitigation options.



e Assistance is needed from the Charleston and North Charleston Police Departments regarding the SuperStop
location and the transit mall location in downtown Charleston.

e Discussions are taking place with the potential buyer of the Naval Hospital site regarding a new transit hub
to replace the SuperStop.

The Board received the Executive Director’s Report as information.

11. Other Business, If Any
There was no other business to discuss.

12. Public Comments, If Any
There were three public comments:
e Pastor Millicent Middleton of Charleston expressed her
the Sea Islands to downtown Charleston.

regarding transportation for residents of

e Louise Brown of Mt. Pleasant expressed her concer i ety of riders at the SuperStop, the
Rivers Avenue/526 shelter and a homeless indivi a?ing told she w ble to ride the bus.
e William Hamilton, Executive Director of Be nds of Lowcountry Tr recognized and thanked the

Board for the many achievements during th t year. He expressed his ns regarding issues at the
SuperStop and litter, etc. at the downtown tion. He suggested AARP volved with seniors to
increase senior ridership. He also expressed his‘c i or Summerville and
Lincolnville.

13. Board Comments, If Any
e Mr. Lewis commented on speaking with the'Charleston Police'Department regarding patrolling Mary Street

Opening of the North Charleston Transit Center. He
he region.

Board, Chai

"

Seekings adjourned the meeting at 2:25 p.m.

Respectfully submitted,
Kim Coleman
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Charleston Area Regional Transportation Authority

MEMORANDUM
TO: Board of Directors
FROM: Robin W. Mitchum, Deputy Director of Finance & Administration
SUBJECT: August 31, 2019 Financial Report Overview
DATE: September 11, 2019

Please find attached the draft August 31, 2019 Financial Report. Below is a brief overview of the activities for FY19.

Revenues

Farebox is the fares collected on the revenue vehicles.

HOP Lot Parking Fees are the parking fees received at the HOP lot.

Community Pride is the remaining balance in the project from Palmetto Pride for the annual statewide
cleanup initiative.

The Federal revenue includes operating and capital for the year to date. Federal revenue is recorded as
eligible expenditures are incurred.

The State Mass Transit Funds revenue is the funds available and expended as match to the federal 5307
operating funds.

HOP lot revenue includes the Charleston Area Convention and Visitors Bureau and the City of Charleston
contributions towards the operation of the HOP route. This is their contributions from October 2018 through
December 2018.

Capital Revenue is local private capital contributions towards bench or shelter preparation and construction
sites. The current amount is a contribution towards shelter construction at the Roper Hospital location, and
capital contributions towards from the Highland Exchange Apartments.

Interest is interest received from SC Department of Revenue. CARTA has to submit for reimbursement of the
SC Fuel Excise Tax each month. SCDOR periodically pays interest earned on the funds they have held in the
reimbursement process.

Insurance proceeds are a result of accidents.

Sale of Assets includes the sale of five (5) Trolleys, four (4) Cutaways, and sixteen (16) Flexible Metros.
Miscellaneous revenue is a fee received from a motion picture company for use of a bus for a commercial.

Expenditures

Supplies includes office and facility maintenance supplies.

5790 CASPER PADGETT WAY - NORTH CHARLESTON, SC 29406 - TEL 843.529.0400



e Printing includes costs of printing route maps, brochures, and passes.

e Marketing includes costs associated with promoting the transit system. This includes the promotional
supplies from the Community Pride Project which was part of the Great American clean-up project in our
region.

e Automotive costs include both parking expenses and mileage reimbursements to employees.

e Dues/Memberships is CARTA’s annual membership with the Charleston Metro Chamber of Commerce.

e Office Equipment Rental includes the quarterly postage meter rental fee and the cost of the portable toilet
rental for the HOP Lot.

e Office Equipment Maintenance (OEM) includes the Swiftly Transit Time and Insights Software, the NetCloud
Essentials for mobile routers and Zscaler internet security renewal, in addition to other IT support.

e Rentincludes the Ashley Phosphate Park & Ride Lot, Leeds Avenue lot lease from SCE&G, SC Works Trident
lease space, and document storage.

e Communications is the cost of phone, internet, and radio services at both the facilities and on the buses.

e Accounting (Auditing) is the cost for CARTA’s annual financial audit and NTD Audit reporting.

e Other Professional Services include payroll processing system fees, inspection costs, and moving costs
associated with the closure of the Morrison HOP Lot guard.

e Shared Contract Services (IGA & Management) is the extensive services BCDCOG provides to CARTA.

e Shelter/Bench Contract Services is engineering services provided through the IGA with BCDCOG for the
Shelter/Bench Projects.

e Melnick Property Contract Services is engineering services provided through the IGA with BCDCOG for the
Melnick Property.

e Money Transport is the cost of the armored guard service, GARDA, to pick up and transport cash deposits to
the bank.

e Vehicle Maintenance is the cost to maintain the fleet.

e Facility Repair & Maintenance is the cost of outside vendors to maintain facilities.

e Operating Fees & Licenses include credit card transaction fees and vehicle title & registration fees.
e Insurance includes the cost of liability insurance provided by the Insurance Reserve Fund. The amount will

increase and decrease throughout the year as we add and remove items on the policy, but the amount
shown is the bulk of the expenditure for the year.
e Interest is the interest accrued on the Melnick Park and Ride Loan.

Capital Expenditures (Balance Sheet)

e Rolling stock is the purchase of the 2018 Ford Starcraft Allstar cutaway, two (2) 2019 Ford Starcraft Allstar
cutaways, the 2018 Eldorado Amerivan, nineteen (19) Gillig Buses, four (4) 2019 Champion LF Transport
E450s, and one (1) 2013 Alexander Dennis Enviro 200,



e The Melnick PNR is the cost to construct the park & ride lot. CARTA obtained a loan to purchase the land and
contribute towards up-fitting.

e Bus Shelter Construction/Bench Install is the cost to purchase and install shelters and benches.

e Security Cameras and Equipment are to purchase security equipment at our facilities and on rolling stock.

e Capital includes funds for capital assets related to the operation of the transit system. Some of the projects
completed this fiscal year include marketing videos, a gravel lot, garage door replacements, Bus Wash
unfitting, radio shop lighting, and associated hardware for rolling stock.

Overall, the agency ended the month with excess of revenues of $416,543.

If you have any questions, please contact me at 843-529-2126 or robinm@bcdcog.com.

Amount owed to Transdev as of 08/31/19 is $1,389,381.64.

Amount expended on the HOP as of 08/31/19 is $869,729.

HOP Expenditures
Expenditures Description Total

Printing HOP Route 80
Equipment Rental Portable Toilet 590
Communications Internet 989
Utilities Electric 601
Professional Services Security Guard 68,410
Professional Services Move/Close Guard Building 6,182
Professional Services Remove HOP Shelter 7,350
Fuel Diesel Fuel 52,364
Fixed Route Transdev Service 711,163
Security Cameras/Equipment Camera System 22,000

TOTAL EXPENDITURES 869,729



mailto:robinm@bcdcog.com

Operating Revenues
Farebox
Passes
HOP Lot Parking Fees
COC Shuttle
MUSC
City of Charleston - DASH
City of North Charleston
Community Pride
Federal
State Mass Transit Funds
SCPRT
Sales Tax - Charleston County
HOP Lot
Capital Revenue
Advertising
Interest
Insurance Proceeds
Sale of Assets
Miscellaneous

TOTAL OPERATING REVENUES

Operating Expenditures
Staff Salaries & Benefits
Supplies
Printing
Marketing
Automotive
Postage
Dues/Memberships
Office Equipment Rental
Office Equipment Maintenance
Rent
Communications
Utilities
Advertising
Professional Services
Auditing
Legal
Security Guard
Shelter/Bench Relocation
Other
Contract Services
Shared Services - IGA
HOP Lot-Low Line Contract Services
Shelter/Bench Contract Services
Melnick Property Contract Services
Fixed Route
Money Transport
Vehicle Maintenance
Facility Repair & Maintenance
Operating Fees & Licenses
Insurance

CARTA

Statement of Revenues & Expenditures
For the Month Ending August 31, 2019

Time elapsed:
92%

Original Revision #1 Revision #2 % of
FY19 Budget FY19 Budget FY19 Budget Actual Budget

2,240,483 2,240,483 2,176,964 1,889,503 87%
552,551 552,551 552,551 473,004 86%
232,685 115,000 95,403 79,838 84%
457,600 457,600 457,600 407,090 89%
815,455 815,455 815,455 724,352 89%
553,280 553,280 553,280 507,173 92%
552,623 1,104,246 1,104,246 1,104,246 100%
- 4,669 4,669 4,669 100%
14,018,072 20,625,582 9,958,265 9,189,721 92%
4,941,104 1,664,354 1,282,400 1,001,630 78%
- 1,605 1,605 1,605 100%
12,014,250 12,014,250 12,014,250 10,986,750 91%
892,538 136,350 136,350 136,350 100%
1,000 2,000 22,000 22,000 100%
800,000 800,000 700,000 586,661 84%
60 - 131 202 154%
- 92,760 102,704 121,220 118%
50,000 50,000 73,025 70,025 96%
- 600 600 600 100%
38,121,701 41,230,785 30,051,498 27,306,639 91%
154,978 158,322 158,322 140,808 89%
24,200 15,200 91,700 72,595 79%
47,500 47,500 35,500 29,043 82%
10,000 14,669 14,669 6,645 45%
2,676 2,570 1,930 1,890 98%
2,000 2,000 1,200 581 48%
750 500 500 500 100%
1,248 1,410 1,540 1,395 91%
160,900 185,090 178,554 162,378 91%
24,163 24,600 23,000 19,009 83%
173,575 170,007 169,503 160,006 94%
14,450 12,550 13,651 11,573 85%
15,000 15,000 - - N/A
14,500 28,800 33,800 33,500 99%
12,239 12,239 5,000 6,852 137%
112,132 112,132 68,410 68,410 100%
- - 60,000 46,900 78%
7,205 13,605 27,730 20,821 75%
1,606,697 1,734,173 1,846,266 1,525,318 83%
- 225,000 - - N/A
- 360,978 360,978 64,013 18%
- 173,318 202,005 199,902 99%
13,214,377 13,214,377 13,214,377 11,890,732 90%
6,715 6,715 6,820 5,683 83%
252,793 357,310 275,000 240,110 87%
- - 5,500 4,117 75%
27,500 27,500 27,500 23,429 85%
567,054 583,237 588,794 570,879 97%



Fuel

Paratransit

Miscellaneous

Interest

Intermodal Center

Non-Capitalized Assets

Depreciation

TOTAL OPERATING EXPENDITURES

Excess (Deficit) of Revenues Over
(Under) Expenditures

Capital Expenditures

Rolling Stock

Melnick PNR

Bus Shelter Construction/Bench Install
Security/ Cameras & Equipment
Capital (IT, Facility Repairs/Maint)
TOTAL CAPITAL EXPENDITURES

CARTA

Statement of Revenues & Expenditures
For the Month Ending August 31, 2019

Time elapsed:
92%

Original Revision #1 Revision #2 % of
FY19 Budget FY19 Budget FY19 Budget Actual Budget
1,389,893 1,444,525 1,463,634 1,348,649 92%
2,428,222 2,740,179 2,740,179 2,414,231 88%
7,741 7,741 7,741 3,654 47%
- 67,724 67,724 62,269 92%
3,574,892 4,976,233 5,493,370 5,365,964 98%
- 75,975 79,447 65,612 83%
1,909,160 - 2,787,154 2,322,628 83%
25,762,560 26,811,179 30,051,498 26,890,096 89%
416,543
11,967,000 10,518,364 10,518,364 9,869,321
- 2,141,539 2,604,013 2,449,793
80,450 1,016,410 1,016,410 465,167
- 397,235 397,235 69,019
311,691 346,058 346,058 62,054
12,359,141 14,419,606 14,882,080 12,915,354 87%




CARTA
BALANCE SHEET

8/31/2019
ASSETS

ASSETS
GENERAL OPERATING (BB&T) 675,113.04
PETTY CASH 180.00
ACCOUNTS RECEIVABLE 7,615,119.37
HEALTH INS ADVANCE DEPOSIT 1,054.80
INVENTORY - FUEL 25,161.08
DEFERRED OUTFLOWS: ER CONTR 62,972.00
LAND 1,982,309.83
VEHICLES 32,821,925.04
EQUIPMENT 1,570,013.42
FAREBOXES 2,045,112.84
SHELTERS 3,649,738.56
BUS SIGNAGE 62,555.32
FACILITIES 11,814,932.39
ACCUMULATED DEPRECIATION (27,093,721.93)
PREPAID EXPENSES 244,595.39
TOTAL ASSETS 35,477,061.15

LIABILITIES & EQUITY
LIABILITIES

ACCOUNTS PAYABLE 3,884,781.67
NOTE PAYABLE - BB&T 1,896,349.86
ACCRUED INTEREST 36,186.49
COMPENSATED ABSENCES 19,405.88
DUE TO FEDERAL GOVERNMENT 411,804.00
OPEB LIABILITY 184,325.00
DEFERRED INFLOWS: PENSION INVEST 847,863.00
PENSION PLAN 260,684.00
TOTAL LIABILITIES 7,541,399.90

EQUITY
CURRENT YEAR FUND BALANCE 416,542.57
INVEST IN CAPITAL ASSETS 21,798,329.49
FUND BALANCE 5,720,789.19

TOTAL EQUITY 27,935,661.25

TOTAL LIABILITIES & FUND EQUITY 35,477,061.15




Revenues
Farebox
Passes
HOP Lot Parking Fees
COC Shuttle
MUSC
City of Charleston - DASH
City of North Charleston
Community Pride
Federal
State Mass Transit Funds
SCPRT
Sales Tax - Charleston County
HOP Lot
Capital Revenue
Advertising
Interest
Insurance Proceeds
Sale of Asset
Miscellaneous

TOTAL REVENUES

Expenditures

Staff Salaries & Benefits
Supplies

Printing

Marketing

Automotive

Accounting (Auditing)

Postage

Dues/Memberships

Office Equipment Rental
Office Equipment Maintenance
Rent

Communications

Utilities

Advertising

Money Transport

Professional Services
Contract Services

HOP Lot - Low Line Contract Services

CARTA
FY2020 Budget

Budget Budget
FY 2019 FY 2020 Variance
2,240,483 2,240,483 0
552,551 552,551 0
115,000 - (115,000)
457,600 457,600 0
815,455 815,455 0
553,280 553,280 0
1,104,246 - (1,104,246)
4,669 - (4,669)
20,625,582 12,714,213 (7,911,369)
1,664,354 1,040,472 (623,882)
1,605 - (1,605)
12,014,250 12,439,250 425,000
136,350 - (136,350)
2,000 - (2,000)
800,000 700,000 (100,000)
- - 0
92,760 - (92,760)
50,000 5,000 (45,000)
600 - (600)
41,230,785 31,518,304 (9,712,481)
158,322 160,578 2,256
15,200 15,200 0
47,500 47,500 0
14,669 10,000 (4,669)
2,570 650 (1,920)
28,800 28,800 0
2,000 1,200 (800)
500 500 0
1,410 675 (735)
185,090 211,156 26,066
24,600 22,900 (2,700)
170,007 170,381 374
12,550 12,650 100
15,000 5,000 (10,000)
6,715 7,500 785
137,976 30,465 (107,511)
1,734,173 2,037,021 302,848
225,000 - (225,000)



Shelter/Bench Contract Services
Melnick Property Contract Services
Vehicle Maintenance

Operating Fees & Licenses

Insurance

Fuel

Fixed Route

Paratransit

Miscellaneous

Interest

Intermodal Infrastructure - Construction
Rolling Stock

Bus Facilities/Charging Stations

Bus Shelter Construction/Bench Install
Security Cameras/Equipment
Intermodal FF&E

Capital (IT, Facility Repairs/Maint)
Melnick PNR

TOTAL EXPENDITURES

Excess (Deficit) of Revenues Over
(Under) Expenditures

CARTA
FY2020 Budget

Budget Budget
FY 2019 FY 2020 Variance
360,978 226,481 (134,497)
173,318 55,259 (118,059)
357,310 250,000 (107,310)
27,500 27,500 0
583,237 630,780 47,543
1,444,525 1,494,728 50,203
13,214,377 13,610,808 396,431
2,740,179 2,822,384 82,205
7,741 7,741 0
67,724 64,080 (3,644)
4,976,233 - (4,976,233)
10,518,364 7,839,674 (2,678,690)
- 580,000 580,000
1,016,410 400,504 (615,906)
397,235 452,102 54,867
25,000 - (25,000)
397,033 294,087 (102,946)
2,141,539 - (2,141,539)
41,230,785 31,518,304 (9,712,481)




CARTA

www.ridecarta.com
@ridecarta

Charleston Area Regional Transportation Authority

MEMORANDUM

DATE: September 11,2019
TO: CARTA Board
FROM: Ronald E. Mitchum, Executive Director

SUBJ: Armored Transport Services

Invitations for Bids were received on September 10, 2019 from Two (2) contractors to provide Armored Transport
Services for farebox collections. Bids were received from:

e GARDA USA, Inc.
e Brink’s Inc.

Upon review of the bids, it is recommended that Charleston Area Regional Transportation Authority (CARTA) award a
contract with Brink’s Inc. based upon lowest cost.

5790 CASPER PADGETT WAY - NORTH CHARLESTON, SC 29406 - TEL 843.529.0400
A Berkeley-Charleston-Dorchester Council of Governments Program



CARTA

www.ridecarta.com
@ridecarta

Charleston Area Regional Transportation Authority

MEMORANDUM

DATE: September 11,2019
TO: CARTA Board
FROM: Ronald E. Mitchum, Executive Director

SUBJ: Bus Wrap & Shelter Advertising — Installation/Removal Services

Invitations for Bids were received on September 10, 2019 from One (1) vendor to provide Bus Wrap & Shelter
Advertising — Installation/Removal Services for CARTA and TriCounty Link. Bids were received from:

e Red Falcon Ink, LLC.

Upon review, it is recommended that Charleston Area Regional Transportation Authority (CARTA) award a contract to
Red Falcon Ink, LLC. based upon understanding of the scope and being the most responsive and responsible bidder.

5790 CASPER PADGETT WAY - NORTH CHARLESTON, SC 29406 - TEL 843.529.0400
A Berkeley-Charleston-Dorchester Council of Governments Program



CARTA

www.ridecarta.com
@ridecarta

Charleston Area Regional Transportation Authority

MEMORANDUM

TO: Board of Directors

FROM: Andrea Kozloski

SUBJECT: Business Continuity and Disaster Recovery Plan
DATE: September 11, 2019

Included in the packet is CARTA's Business Continuity and Disaster Recovery Plan revision for your
consideration. This plan is reviewed annually and any changes are presented for the Board approval. During
this year's review, two changes are being presented.

Page 9 — Dissemination of Internal and Public Communications — | am recommending that we update the
method in which information is disseminated to the public. Citizens can contact our Customer Service
Department at any time during an event or check the media or social media. Our Marketing Team is
responsible for getting that information out to all channels. This aligns with the current method used.

Page 12 - Deletion of backup tapes, our backup is completed in the cloud.

Please let me know if you have any questions.

5790 CASPER PADGETT WAY - NORTH CHARLESTON, SC 29406 - TEL 843.529.0400
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l. Infroduction

Introduction to This Document

Part | contains information about this document, which provides the written
record of the CARTA/TRANSDEV Business Continuity Plan (“the PLAN").

Plonning for the business confinuity of CARTA/TRANSDEV (CARTA) in the
aftermath of a disaster is a complex task. Preparation for, response to, and
recovery from a disaster affecting the administrative functions requires the
cooperative efforts of many support organizations in partnership with the areas
supporting operations. This document records the plan that outlines and
coordinates these efforts, reflecting the analyses by representatives from these
organizations.

For use in the event of a disaster, this document identifies the recovery facilities
(hot sites and shell sites) that have been designated as backups if the functional
areas are disabled.

How to Use This Document

Use this document to learn about the issues involved in planning for the
continuity of the critical and essential business functions at CARTA, as a checklist
of preparation tasks, for training personnel, and for recovering from a disaster.
This document is divided info four parts, as the table below describes.

Part Contents
l. Information about the document itself

I Design of the plan that this document records, including information
about the overall structure of business continuity planning at CARTA.

Il General responsibilities of the Business Continuity Management Team
(BCMT) and Operations Area Support Teams, emphasizing the function of
each representative and its preparation responsibilities.

V. Recovery actions for the Operations Area Support Teams and important
checklists such as the nofification list for a disaster and an inventory of
resources required for the environment. [Note: If a "disaster" situation
arises, Section IV of the Plan is the only sectfion that needs to be
referenced. It contains all of the procedures and support information for
recovery.]
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Audience

This document addresses several groups within CARTA with differing levels and
types of responsibilities for business continuity, as follows:

Business Continuity Management Team (BCMT)
Operations Area Support Teams

It should be emphasized that this document is addressed particularly to the
members of the BCMI, since they have the responsibility of preparing for,
responding to, and recovering from any disaster that impacts CARTA. Part lll of
this document describes the composition of the BCMT in detail.

Distribution

As the written record of the THE PLAN, this document is distributed to each
member of the BCMT, and all relevant stakeholders (Appendix C - Distribution
List)

Il. Design of the Plan

Overview of the Business Continuity Plan

Part Il describes the philosophy of business confinuity planning at CARTA
generally, and the kind of analysis that produced this Plan. It also provides an
overview of the functions of the BCMT in implementing this Plan.

Purpose

CARTA increasingly depends on computer-supported information processing
and telecommunications. This dependency will continue to grow with the trend
toward information technology solutions to support CARTA operations.

The increasing dependency on computers and telecommunications for
operational support poses the risk that a lengthy loss of these capabilities could
seriously affect the overall performance of CARTA. A risk analysis which was
conducted identified several systems as belonging to risk Category |, comprising
those functions whose loss could cause a major impact to CARTA within the first
24-48 hours. It also categorized a majority of CARTA functions as Essential, or
Category Il - requiring processing support within T week of an outage. This risk
assessment process will be repeated on a regular basis to ensure that changes
to our processing and environment are reflected in recovery planning.
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CARTA management recognizes the potential probability of severe damage to
data processing telecommunications or support services capabilities that
support operations. Because of the potential impact to CARTA, a plan for
reducing the risk of damage from a disaster is vital. CARTA's Business Continuity
Plan is designed to reduce the risk to an acceptable level by ensuring the
restoration of Critical processing within 24-48 hours, and all essential production
(Category Il processing) within 1 week of the outage.

The plan identifies the critical functions of CARTA and the resources required to
support them. The plan provides guidelines for ensuring that needed personnel
and resources are available for both disaster preparation and response and
that the proper steps will be carried out to permit the timely restoration of
services.

The PLAN specifies the responsibilities of the BCMT, whose mission is to establish
functional level procedures to ensure the continuity of CARTA's business
functions. In the event of a disaster affecting any of the functional areas, the
BCMT serves as liaison between the functional area(s) affected and other
organizations providing major services. These services include the support
provided by CARTA administration, Transdev administration, operations, and
maintenance.

Assumptions
The plan is predicated on the validity of the following three assumptions:

The situation that causes the disaster is localized to the operations facility and
systems in North Charleston, SC; the building or space housing the functional
areq; or to the communication systems and networks that support the functional
area. It is not a general disaster, such as an earthquake affecting a major
portion of metropolitan Charleston.

It should be noted however, that the plan will still be functional and effective
even in an area-wide disaster. Even though the basic priorities for restoration of
essential services to the community will normally take precedence over the
recovery of an individual organization, THE PLAN can still provide for a more
expeditious restoration of resources for supporting key functions.

The plan is based on the availability of the hot sites or the back-up resources, as
described in Part IV. The accessibility of these, or equivalent back-up resources,
is a critical requirement.
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The plan is a document that reflects the changing environrment and
requirements of CARTA. Therefore, the plan requires the continued allocation of
resources to maintain it and to keep it in a constant state of readiness.

Development

CARTA's BCMT, with assistance from key Operations Support Area Teams, is
responsible for developing the Business Continuity Plan.

Maintenance

Ensuring that the plan reflects ongoing changes to resources is crucial. This task
includes updating the plan and revising this document to reflect updates;
testing the updated plan; and fraining personnel. The BCMT is responsible for this
comprehensive maintenance task.

Annually, the BCMT ensures that the plan undergoes a complete review to
confirm the incorporation of all changes since the prior year, which could result
in major revisions to this document. These revisions will be approved by the
Executive Director and the CARTA Board of Directors and distributed to all
authorized personnel, who exchange their old plans for the newly revised plans.

Testing

Testing the Business Confinuity Plan is an essential element of preparedness.
Partial tests of individual components and recovery plans of specific areas will
be carried out on a regular basis. A comprehensive exercise of our continuity
capabilities and support by our designated recovery facilities will be performed
on an annual basis.

Organization of Disaster Response and Recovery

The organizational backbone of business continuity planning at CARTA is the
Business Continuity Management Team. In the event of a disaster affecting
CARTA or its resources, the BCMT will respond in accordance with this plan and
will initiate specific actions for recovery.

Business Continuity Management Team

CARTA Executive Director or Designee: Manages and directs CARTA operations.
CARTA Deputy Director of Operations and Support: Provides licison with the
Committee for support of emergency response activities, service restoration,

and resource dallocation in the recovery from the disaster. Coordinates all
information technology and telecommunication systems recovery.
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CARTA Customer Service Supervisor: Oversees the operations of the Customer
Service Department and works with the Deputy Director of Operations and
Support on areas affected by the disaster.

CARTA Transit Coordinator: Coordinates services and issues with Transdev as a
result of the disaster.

General Manager TransDev Transportation: Manages and directs the TransDev
Administration, Operations and Maintenance functions.

Director Technology TransDev Transportation: Coordinates all information
technology and telecommunications systems recovery, including operational
restoration at the designated hot site.

Operations Manager, TransDev Transportation: Provides liaison with the
Committee for support of critical business functions affected by the disaster in
the area of OPERATIONS.

Maintenance Director, TransDev Transportation: Provides licison with the
Committee for support of critical business functions affected by the disaster in
the area of MAINTENANCE.

Administrative Services Manager, TransDev Transportation: Provides liaison with
the Committee for support of critical business functions affected by the disaster
in the area of TRANSDEV ADMINISTRATION

For the business continuity of CARTA systems, two organizations are primary: the
Business Continuity Management Team and its Operations Area Support Teams
relevant as affected by the disaster. In the event of a disaster, the BCMT
provides primary direction, while the support teams are concerned with
resources and tasks integral to running the specific operations area.

This section provides general information about the organization of recovery
efforts and the role of the BCMT. Part lll of this document describes the BCMT
and the responsibilities of each support team in detail.

The BCMT is composed of upper-level managers in CARTA operations and
corporate administration. The following is a list of each position on the Business
Continuity Management Team, and a brief overview of each member's
responsibilifies:

Operations Area Support Teams

Under the overall direction of the Business Continuity Management Team,
support is provided to assist an operations area's recovery by Operations Area
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Support Teams. These teams, described below, will work to restore services and
provide assistance at the area level. In many cases, the organizations
comprising these support teams have as their normal responsibility the provision
of these support services. This support is generally documented in an operations
procedures manual. The Business Continuity Plan is an adjunct to that
documentation and highlights the individual actions of recovery. In cases where
the documentation in this plan and the operations procedure documents differ,
the operations documentation has precedence.

OPERATIONS AREA SUPPORT TEAM LISTING AND GENERAL RESPONSIBILITIES
Disaster Response

This section describes six required responses to a disaster, or to a problem that
could evolve into a disaster:

1. Detect and determine a disaster condition

2. Notify persons responsible for recovery

3. Initiate the CARTA/TRANSDEV Business Continuity Plan
4. Activate the designated hot site

5. Disseminate Internal and Public Communications

6. Provide support services to aid recovery

Each subsection below identifies the organization(s) and/or position(s)
responsible for each of these six responses.

Disaster Detection and Determination

The detection of an event which could result in a disaster affecting operations
at CARTA is the responsibility of CARTA Executive Director or Designee or
whoever first discovers or receives information about an emergency situation
developing in one of the operations areas

Disaster Notification

The discovery individual will follow existing procedures and notify the General
Manager. They will monitor the evolving situation and, if appropriate, will then
notify the Business Continuity Management Team representatives based upon a
predefined set of noftification parameters.
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Initiation of the PLAN

Initiation of this Plan is the responsibility of any member of the Business Continuity
Management Team.

Activation of a Designated Hot Site

The responsibility for activating any of the designated hot sites or back-up
resources is delegated to the CARTA Executive Director. In the absence of
CARTA Executive, responsibility reverts to the Deputy Director of Operations and
Support. Within 24 hours of the occurrence, the General Manager, or alternate,
determines the prognosis for recovery of the damaged functional area through
consultation with the Operations Area Support Team Leads.

If the estimated occupancy or recovery of the damaged functional area
cannot be accomplished within 24 hours, the usual occupants of the
designated back-up site are notified of the intention to occupy their facility.

Dissemination of Internal and Public Communications

The CARTA Executive Director is responsible for directing all meetings,
communications and discussions internally and with the news media and the
public. In the absence of Executive Director, the responsibility reverts to the most
senior official present at the scene, which can include senior management of
the TransDev Team.

team is responsible for disseminating information regarding the status of CARTA
service to the media and social media. All information notices are shared with
the Customer Service Department (843-724-7420) to keep citizens updated.

Provision of Support Services to Aid Recovery

During and following a disaster, Operations Area Support Teams are responsible
for provisioning support services to aid recovery under the direction of the
Business Continuity Management Team.

Disaster Recovery Strategy

The disaster recovery strategy explained below pertains specifically to a disaster
disabling the main operations facility. Especially at risk are the critical services
designated as Category | (see below). The Operations Support Team individual
plans provides for recovering the capacity to support these critical services
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within 24-48 hours. Summarizing the provisions of the Operations Area Support
Team plans, subsections below explain the context in which the CARTA Business
Continuity Plan operates. The Business Continuity Plan complements the
strategies for restoring operations under these plans.

This section addresses three phases of disaster recovery:
-Emergency

-Backup

-Recovery

Strategies for accomplishing each of these phases are described below. It
should be noted that the subsection describing the emergency phase applies
equally to a disaster affecting all Operations Support areas within the facility, the
functional area that provides support for the critical service.

Emergency Phase

The emergency phase begins with the initial response to a disaster. During this
phase, the existing emergency plans and procedures of the facility direct efforts
to protect life and property, the primary goal of initial response. Security over the
area is established as local support services such as the Police and Fire
Departments are enlisted through existing mechanisms. CARTA’s Executive
Director is alerted and begins to monitor the situation.

If the emergency situation appears to affect the main facility (or other critical
facility or service), either through damage to building, equipment or support
facilities, or if access to the facility is prohibited, the General Manager will closely
monitor the event, notifying BCMT personnel as required to assist in damage
assessment. Once access to the facility is permitted, an assessment of the
damage is made to determine the estimated length of the outage. If access to
the facility is precluded, then the estimate includes the time until the effect of
the disaster on the facility can be evaluated.

If the estimated outage is less than 24-48 hours, recovery will be initiated under
normal operational recovery procedures. If the outage is estimated to be longer
than 1 week, then the General Manager activates the BCMT, which in turn
noftifies all relevant stakeholders and the Business Continuity Plan is activated.
The recovery process then moves into the back-up phase.

The Business Continuity Management Team remains active until recovery is
complete to ensure that the support teams will be ready in the event the
sifuation changes.
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Back-up Phase

The back-up phase begins with the initiation of the appropriate Operations Area
Support Team plans for outages enduring longer than 24-48 hours. In the initial
stage of the back-up phase, the goal is to resume critical services. Services will
resume either at the main facility or at the designated hot site, depending on
the results of the assessment of damage to equipment and the physical
structure of the building.

In the back-up phase, the initial hot site must support critical (Category 1)
services for up to 1 week and as many Category Il services as resources and
time permit. During this period, services resume, possibly in a degraded mode,
up to the capacity of the hot site. Within this 1 week period, the main facility will
be returned to full operational status if possible.

However, if the damaged area requires a longer period of reconstruction, then
the second stage of back-up commences. During the second stage, a shell
facility (a pre-arranged temporary processing facility that we have contracted
to use for this purpose) is assembled and equipment installed to provide for alll
services until a permanent site is ready. The current back up location is the
Charleston County Fleet Operations Center on Headquarters Road.

Recovery Phase

The time required for recovery of the functional area and the eventual
restoration of normal processing depends on the damage caused by the
disaster. The time frame for recovery can vary from several days to several
months. In either case, the recovery process begins immediately after the
disaster and takes place in parallel with back-up operations at the designated
hot site. The primary goal is to restore normal operations as soon as possible.

Scope of the Business Continuity Plan

The objective of this plan is to restore critical (Category 1) systems within 24-48
hours, and Essential (Category ) systems within 1 week of a disaster that disables
any functional area and/or essential service supporting the functions in that
areq.

The initial risk assessment of the services that support CARTA operations assigned
services to Category | Critical. This risk category identifies services that have the
highest priority and must be restored within 24-48 hours of a disaster disabling a
functional area. Specifically, each function of these services was evaluated and
allocated a place in one of four risk categories, as described below.
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Category | Critical Functions
Communications

Vehicle Fueling

Vehicle Repair

Operation of Service
Documentation of Activities

Operator Support

Category Il Essential Functions
ESSENTIAL SOFTWARE OPERATION

3CX Phone Management System
3CX is a cloud based phone management system that can be accessed from
any location that has internet access.

Farebox Management System
Genfare is maintained on a computer in the cash counting room.

GV Edge Recording System
The GV Edge System is the camera system in the facility. This system can be
accessed from any location that has internet access.

ADP Enterprise (payroll)
ADP Enterprise is an internet based application, and can be accessed from any
location that has internet access.

RTA (maintenance and purchasing tracking)
RTA will be maintained through TransDev servers in Milwaukee. In an emergency
sifuation, RTA will still be accessible through a PC with the software loaded.

Trapeze (Paratransit dispatching and scheduling)
Trapeze is maintained through TransDev servers in Milwaukee. In an emergency
sifuation, Trapeze will still be accessible through a PC with the software loaded.

DATA REMOVAL

In the event of an emergency, servers will be removed from the premises—along
with-backuptapes. Essential PC's and laptops will also be removed in order to
be set up at an alternate operating facility, if necessary.

Category lll Necessary Functions
Preventative Maintenance
Administration
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lll. Emergency Operations Centers

Appendix A - Contact List

Title Name Primary Phone # Secondary
Phone #
General Manager David Bonner 843-329-1021 843-642-2019
Operations Manager Megan Ross 843-745-1002 937-661-1238
Maintenance Manager Jason Woznac 843-745-1001 404-992-0490

Human Resources Manager

Shannon Cooper

843-745-9402

843-729-6170

Corporate IT Director

Neal Hemenover

630-382-2386

630 666-9765

Para Transit Manager

Alisha Wigfall

843-745-9316

843-302-2390

Safety & Training Manager

Kristen Carter

843-745-1003

843-425-3431

Appendix B - Plan Distribution List

Title

Name

Email Address

General Manager

David Bonner

david.bonner@transdev.com

Executive Director

Ron Mitchum

rmitchum@ridecarta.com

Deputy Director of

Operations and Support

Andrea Kozloski

andreak@bcdcog.com

Transit Coordinator

Rainee Kearney

rkearney@ridecarta.com

Deputy Director of Finance
and Administration

Robin Mitchum

robinm@bcdcog.com
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CARTA

www.ridecarta.com
@ridecarta

Charleston Area Regional Transportation Authority

MEMORANDUM

TO: Board of Directors

FROM: Andrea Kozloski

SUBJECT: IT Security Incident Response Policy and Procedure
DATE: September 11, 2019

Included in your packet is a draft proposed IT Security Incident Response Policy and Procedure. This is a new
policy | am recommending for inclusion in the IT Policies and Procedures. This Policy outlines roles and
responsibilities for the investigation and response of computer security incidents and data breaches.

During our Fiscal and Management Oversight Review, a recommendation was made that we incorporate
such a policy.

Please let me know if you have any questions.
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Secrion: TECHNOLOGY SERVICES

Poticy:  IT SECURITY INCIDENT RESPONSE POLICY AND PROCEDURE PoLicy No.: 2016-36

Approvep By: System Administrator, Executive Director, CARTA Board Darte Inimiaten/Revisep: - 9.19.2019

The purpose of this policy is to clearly define IT roles and responsibilities for the investigation and response of
computer security incidents and Data Breaches.

This policy applies to information systems, used fo store, process, transmit or access CARTA Data as well as all
personnel including employees authorized to access assets and information resources.

POLICY:

1. The Computer Security Incident Response Team (CSIRT) detects and investigates security events to
determine whether an incident has occurred, and the exfent, cause and damage of incidents.

2. The CSIRT directs the recovery, containment and remediation of security incidents and may authorize
and expedite changes fo information systems necessary to do so. The CSIRT coordinates response with
external parties when existing agreements place responsibility for incident investigations on the external
party.

3. During the conduct of security incident investigations, the CSIRT is authorized to monitor relevant IT
resources and refrieve communications and other relevant records of specific users of IT resources,
including login session data and the content of individual communications without notice or further
approval.

4. Any external disclosure of information regarding information security incidents must be reviewed and
approved by the CARTA Executive Directfor.

RESPONSIBILITIES:

1. All staff members are responsible for promptly reporting any suspected or confirmed security incident
involving CARTA Data or an associated information system, even if they have confributed in some way
to the event or incident. Reports are to be made fo the Deputy Director of Operations and Support
at 843-529-2125 or andreak@bcdcog.com. Members of the staff and IT team must cooperate with
incident investigations, and may not interfere, obstruct, prevent, refaliate against, or dissuade others
from reporting an incident or cooperating with an investfigation.

2. The Computer Security Incident Response Team (CSIRT) is responsible for responding to High Severity
incidents according fo established procedures.

3. The Deputy Director of Operations and Support is responsible for staffing the CSIRT, and augments staff
with subject matter experts and/or surge staffing as necessary.

THESE PROCEDURES ARE FOR IT STAFF TO FOLLOW WHENEVER AN INCIDENT IS DETECTED OR SUSPECTED
WITHIN THE AGENCY.

1. Evaluate severity level. Any security incident involving an information system used to store, fransmit
or process CARTA Confidential Data or a security incident that results in degraded performance of a
CARTA IT asset, which represents more than a minor impact on operations, is considered a high-severity
incident. High-severity incidents should be reported immediately.

2. Report high-severity incidents to the Deputy Director of Operations and Support at 843-529-2125 or
andreak@bcdcog.com. Include a brief description of the incident and who should be contacted for
more information.
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3.

4.

Protect the evidence

Do not access (logon) or alter the affected IT asset

Do not power off or logoff the affected IT asset

Unplug the network cable from the affected IT asset, network port or wall-jack

Physically label the IT asset, directing others to not touch or use the IT asset

Document the following, provide as much specificity as possible:
- When and how the incident was detected?
- What actions have been taken so far? Include the date/time, location, person(s) involved and

actions taken for each step.
The type of data the affected IT asset is used to store, transmit or process

Anticipate that the Computer Security Incident Response Team (CSIRT) will collect all related system or service
logs and ancillary electronic evidence

Be prepared to assist the CSIRT as they investigate the incident

All reported high-severity security events and/or incidents shall be prompfily investigated and
documented by the Computer Security Incident Response Team (CSIRT) in accordance with CARTA's
Information Security Incident Response Policy. The CSIRT is authorized fo direct all incident response
activities including, when necessary, containment and remediation tasks necessary fo protect CARTA's IT
resources.
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